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1
Decision/action requested

SA3 is kindly requested to approve this contribution to add the UE authorization aspects in GBA.
2
References

3
Rationale

New UDM and HSS services are defined for BSF to retrieve the GBA authentication vector. The authorizaiton aspect is missing.
When UDM or HSS receives the service request from BSF for retrieving the the GBA authentication vector for a UE, if UDM or HSS does not check whether the UE has the subscription to use GBA service, the service may be accessed without authorization.

This contribution proposes to add the authorizatio aspect.
4
Detailed proposal

************************** Start of Change 1 ***************************
X.2.2
UDM Services
X.2.2.1
General

A UDM supports providing the GBA-AKA authentication vectors via the Nudm_GbaUEAuthenticate_Get service operation. 
The following table shows the services exposed by UDM supporting GBA.

Table X.2.2.1-1: GBA Services provided by UDM
	Service
	Service Operations
	Operation Semantics
	Example Consumer(s)

	Nudm_GbaUEAuthenticate
	Get
	Request/Response
	BSF


X.2.2.2
Nudm_GbaUEAuthenticate Service
X.2.2.2.1
Nudm_GbaUEAuthenticate_Get service operation

Service operation name: Nudm_GbaUEAuthenticate_Get

Description: This service operation is used by the BSF to fetch the GBA authentication data for UE.

Inputs, Required: SUPI.
Inputs, Optional: 
Outputs, Required: GBA authentication vector
Outputs, Optional:
BSF needs to convert IMSI based IMPI to SUPI before invoking the Nudm_GbaUEAuthenticate_Get service. 
The UDM determines that 5G GBA authentication is requested, and needs to check if the UE identified by the SUPI is authorized to use the 5G GBA service according to it subscription data. If yes, the UDM provides the GBA authentication vector. Otherwise, the UDM sends back error message indicating that the UE is not authorized to use the 5G GBA service.
************************** End of Change 1 ***************************

************************** Start of Change 2 ***************************

X.2.1.3
Nhss_GbaUEAuthentication service

X.2.1.3.1
Nhss_GbaUEAuthenticate_Get service operation

Service operation name: Nhss_GbaUEAuthenticate_Get

Description: This service operation is used between the BSF and the HSS to request the GBA authentication data of the end user.

Inputs, Required: User Identity(-ies), Authentication Data (Authentication Scheme).

User Identity shall be one of IMSI, MSISDN, IMPI, IMPU. At least one of User Identities shall be presented.

Inputs, Optional: None.

Outputs, Required: Result Indication.

Outputs, Optional: User Identity, Authentication Data (e.g. AV).

In case only MSISDN or IMPU is present in the request, the HSS returns IMSI or IMPI in the response.

The HSS determines that GBA authentication is requested, and needs to check if the UE identified by the SUPI is authorized to use the GBA service according to it subscription data. If yes, the HSS provides the GBA authentication vector. Otherwise, the HSS sends back error message indicating that the UE is not authorized to use the GBA service.
************************** End of Change 2 ***************************

